
 
 

Memorandum 
 
TO:    EWAC Working Group 

Scott Osterman, DOC Director 
FROM:  Liane Taylor, Business MT DA 
DATE:  September 13, 2022 
SUBJECT: Cybersecurity Monitoring, Security and Training 
 
 
Overview:  The appropriation in this section may be used for eligible business transformation 
and stabilization and workforce development programs, including but not limited to workforce 
training including rapid retraining, return-to-work bonuses, or short-term wage subsidies, 
business assistance for hiring or rehiring employees, business assistance for training or 
retraining employees, business technology grants, agricultural resiliency, and business 
transformation or stabilization grants.   
 
The goal of this program is to provide much needed awareness regarding the threat of 
cybersecurity as well as monitoring, security and training to protect Montana’s small and 
medium sized businesses from cybersecurity attacks. 
 

According to 2022 Must-Know Cyber Attack Statistics and Trends 
https://www.embroker.com/blog/cyber-attack-statistics 

Cyber-attacks on all businesses, but particularly small to medium sized businesses, are 
becoming more frequent, targeted, and complex. According to Accenture’s Cost of Cybercrime 
Study, 43% of cyber-attacks are aimed at small businesses, but only 14% are prepared to 
defend themselves.  

Not only does a cyber-attack disrupt normal operations, but it may cause damage to important 
IT assets and infrastructure that can be impossible to recover from without the budget or 
resources to do so.  

Small businesses are struggling to defend themselves because of this. According to Ponemon 
Institute’s State of Cybersecurity Report, small to medium sized business around the globe 
report recent experiences with cyber-attacks: 

Insufficient security measures: 45% say that their processes are ineffective at mitigating 
attacks.  
Frequency of attacks: 66% have experienced a cyber-attack in the past 12 months. 
Background of attacks: 69% say that cyber-attacks are becoming more targeted.  
 
 

https://www.accenture.com/us-en/insights/security/cost-cybercrime-study
https://www.accenture.com/us-en/insights/security/cost-cybercrime-study
https://www.keepersecurity.com/ponemon2019.html
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The most common types of attacks on small businesses include: 

Phishing/Social Engineering: 57% 
Compromised/Stolen Devices: 33% 
Credential Theft: 30% 
 
Allocation Request: $2.2M    
 
Structure: $2 million would be provided in cybersecurity monitoring and security. Businesses 
would receive up to $2,500 in grant funds to be paid to an accredited Montana cybersecurity 
company for monitoring and security equipment/programs.   
 
$250,000 for reimbursement to businesses. Missoula College has a new program specifically for 
businesses for yearlong monthly cybertraining with certification badge upon completion. This 
would help businesses get insurance certification. Annual cost is $20/pp. Businesses would then 
attach certifications for reimbursement. See attached program flyer.  
 
Eligibility: See attached guidelines  
 
Performance Metrics: 10,000 employees badged. 
 
Recommendation:  
Allocate $2.2 M in reallocated workforce training funds to provide cybersecurity monitoring and 
security to businesses. Provide training to business employees.   
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